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Abstract 

Information systems are very important to support various organizational and individual activities. Therefore, information system 

security is an important issue in today's digital era, where it is very important to pay attention to the protection of sensitive data 

and information. This research aims to identify and analyze factors that influence information system security. These factors 

include information system security, cyber threats and attacks, physical security, and information technology. Each factor is 

thoroughly analyzed to understand its impact on information system security. The results of this research will help improve our 

understanding of the factors that influence information system security. These findings can be used as a basis for creating effective 

security policies in protecting the information assets owned by the organization. By understanding these things, organizations can 

optimize their security efforts against the ever-evolving security threats in today's digital world. 
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1. Introduction 

In the continuously evolving digital era, information system security has become a critical concern for companies, 

organizations, and even individuals seeking to ensure the integrity, confidentiality, and availability of their data. The 

success and ease of leveraging information technology to enhance efficiency and productivity often hinge on the ability 

to secure information systems from the ever-evolving threats and cyber attacks. 

Despite the conveniences offered by information systems, there are various criminal threats that must be addressed. 

These threats stem from criminals exploiting technological advancements to engage in activities such as data theft, 

information extortion, defamation, provocation, and propaganda with the intention of gaining benefits. These 

perpetrators employ various methods, including hacking, phishing, malware, and others, to achieve their objectives. 

Without effective protection or supervision of information system security, the likelihood of losing valuable 

information assets increases. Therefore, preventive measures and information system security need to be implemented 

to minimize the possibility of cyber attacks that could result in losses for individuals or specific groups [1]. 

Information security is defined as safeguarding information and information systems from unauthorized access, use, 

disclosure, operation, modification, or destruction to ensure confidentiality, integrity, and ease of use. Information 

system security consists of four areas: organization, people, processes, and technology [2] 

The importance of information gives rise to the term information security. With an increasing number of information 

sources coming from the internet, information security involves computer and network technology as well as 

information and communication. The goal of information security is to maintain business continuity and reduce the 
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impact of security incidents on business value by limiting the effects of security incidents. The implementation of 

information system security involves the application of various policies and measures to prevent, monitor, or handle 

any unauthorized access. Through this prevention, it is expected that critical data and assets cannot be accessed, 

damaged, or stolen by irresponsible parties [1]. 

Therefore, the main objective of this research is to identify the factors that can occur in information system security 

and also the influence of these information system threats.  

2. Literature Review 

2.1. Information System Security 

Information system security is an effort to protect information assets from potential threats. Information security 

indirectly ensures business continuity, reduces risks, and can maximize investment returns [3]. Information security 

also encompasses data protection from attacks that can disrupt company or organizational operations, reduce risk 

exposure, and expedite decision-making processes regarding investments and commercial prospects[4]. Information 

system security safeguards all data and information sources from misuse by unauthorized individuals. The aim is to 

ensure that those accessing the data are genuinely authorized to access that data and information [5]. 

This information security is a crucial asset for an organization used in its strategy to create commercial value. Therefore, 

information security must be carefully considered at all levels of the organization[4]. Without adequate protection to 

maintain the security of a system, organizations risk losing their information assets [6]. According to Kang [8] there 

are four ways to describe the dimensions or indicators of information security: privacy as a human right, commodity, 

access limitations, and privacy to control personal information [3]. 

Information system security includes protection against the following aspects: 

1) Confidentiality ensures the confidentiality of data or information and ensures that information can only be accessed 

by those authorized to access it. 

2) Integrity ensures that data cannot be altered without permission from the authorized party and maintains the accuracy 

and integrity of the information held by the organization. 

3) Availability guarantees that data will be available when needed and ensures that authorized users can access the 

information and data [8]. 

Therefore, it is essential for companies/organizations to implement security systems for data and information to address 

issues and challenges, both technical and non-technical, that can affect the performance of the system. 

2.2. Cyber Threats and Attacks 

Threats are actions or events that can endanger an organization, potentially resulting in various types of losses such as 

financial, employment, business opportunities, corporate reputation, or even bankruptcy [9]. 

Due to various factors, organizations are more vulnerable to network threats, information security attacks, and network 

attacks. Various threats or attacks have the potential to disrupt network or information system security, leading to leaks 

of personal and confidential data as well as a decline in company performance [6]. 

2.3. Physical Security 

The implementation of information technology undoubtedly requires a comprehensive security system. Physical 

security is one of the security measures that must be considered. This security can encompass layout, equipment 

location, available IT equipment, security of the physical space itself, cable installation, migration and disposal of 

sensitive computers, as well as computer resource management. The physical storage of computers can prevent data 

loss or damage caused by physical environmental factors such as natural disasters and data theft [11]. 

2.4. Information Technology 
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Information technology is a category of resources that enables the creation, analysis, distribution, storage, and/or 

deletion of data and information. Hardware, software, databases, users/people, LAN, and WAN are dimensions or 

indicators of information technology [10]. 

Currently, the development of information technology is crucial for almost every organization to enhance the efficiency 

and effectiveness of business processes. Information systems evolve with the development of technology and require 

the ability to provide accurate and timely information. These systems are used to support various functions, even for 

gaining advantages and winning in business competition [11].  

3. Research Methodology 

This research aims to analyze factors influencing information system security, including information security, cyber 

threats and attacks, physical security, and information technology within the information system. In the writing of this 

scientific article, a qualitative method and literature review (Library Research) are employed. The article investigates 

theories and relationships concerning variables from journal articles, examining the impact of journals both offline in 

libraries and online sources from the internet [12]. Mendeley, Google Scholar, and other online platforms are used as 

literature reviews in qualitative research. The use of literature reviews should be consistent with methodological 

assumptions, ensuring an inductive approach rather than directing researcher questions. The primary reason for 

conducting qualitative research is its exploratory nature [2]. 

4. Result and Discussion 

Based on the theoretical study and relevant previous research, the discussion in this article employs a literature review 

on Information Systems, focusing on the following aspects: 

4.1. The Influence of Information Security on Information System Security 

Information security affects the security of information systems because in the dimension or indicator of information 

security, efforts are made to protect information assets from threats. Therefore, information security indirectly 

influences information system security, helping to sustain business operations by reducing risks [13]. Information 

system security, security, and user security are essential to minimize the possibility of data leakage. 

Information System Security strives to enhance the security of information systems by considering information 

security. Management processes are necessary to protect important and confidential information [14]. Information 

security is beneficial in safeguarding information from threats that could disrupt performance and achievement. 

Information System Security has an impact when customers or consumers trust information security, elevating the 

organization's or company's information system security to a higher and more quality level (Informasi n.d.). 

Establishing organizational rules for the company is one way to manage data security effectively. Information security 

affects information system security, aligning with the research conducted by [15]. 

4.2. The Influence of Cyber Threats and Attacks on Information System Security 

Information security significantly influences cyber threats and attacks. It is not merely about data protection but also 

involves a strategy comprising preventive, detection, and responsive actions against threats that can harm information 

integrity, confidentiality, and availability [16]. Information System Security in the context of cyber threats and attacks 

includes implementing various preventive measures, such as firewalls, antivirus software, and access controls, to 

reduce the likelihood of cyber attacks [17]. 

Organizations with robust security systems can thwart various types of threats before they can damage or access 

sensitive data. 

In information security systems, Information System Security can implement effective early detection steps to identify 

potential threats by monitoring suspicious behavior, conducting log analysis, and using intrusion detection systems to 

detect signs of cyber attacks or suspicious behavior. Information System Security in information security systems can 

adopt rapid response measures where information security involves swift responses or fast response plans to address, 
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isolate affected systems, and recover data from backups. The potential damage caused by attacks decreases with the 

speed of the response.  

4.3. The Influence of Physical Security on Information System Security 

Physical security plays a crucial role in supporting the security of information systems. Threats to physical security can 

have a direct impact on the integrity, confidentiality, and availability of data and systems. Physical security provides a 

strong foundation for information system security. The integration of physical security and overall information security 

is necessary to protect data and systems from various threats that may arise from different sources. 

Physical security significantly affects information system security by providing protection against threats that may 

arise from physical access to hardware and information technology infrastructure. Measures such as restricting access 

to server rooms, implementing visual surveillance through CCTV, and protecting against theft or physical damage form 

the basis for preventing unauthorized access or manipulation of hardware or IT infrastructure. Well-planned physical 

disaster preparedness, including data backups and recovery plans, can anticipate threats such as natural disasters or 

accidents. The loss or failure of hardware is greatly influenced by the management of the physical environment, such 

as temperature and humidity. By considering physical security comprehensively, organizations can ensure operational 

continuity and strengthen their information systems against various threats. 

4.4. The Influence of Information Technology on Information System Security 

Information technology is the combination of high-speed computation and communication for data, voice, and video. 

Information technology is the dimension or measure of technology. Advanced information technology consists of 

hardware, software, data, procedures, and people [18]. Information technology is a category of resources that enables 

the creation, analysis, distribution, storage, and/or deletion of data and information. Hardware, software, databases, 

local area networks (LAN), Wide Area Networks (WAN), and human or user devices (brainware) are dimensions or 

indicators of information technology. 

To enhance Information System Security, effective management is essential. Information management includes all 

activities related to acquiring information, using it correctly, and eliminating useless data as quickly as possible. 

Improving information system security in information technology involves implementing strict security policies, such 

as identity management and tight access controls, regular updates of software and operating systems, the use of 

encryption technology to protect stored and transmitted data, and providing education to users about security risks. 

Additionally, it is necessary to ensure that intrusion detection systems and firewalls are configured correctly, and logs 

are regularly monitored to identify suspicious activities [19]. Some methods that can be used in information technology 

to enhance information system security include risk assessment, regularly assessing risks to identify potential threats 

and vulnerabilities in information systems. This aids in the development of security plans. Developing security policies 

involves clear and comprehensive security policies, which may include access regulations, passwords, monitoring, and 

other relevant security measures. User awareness training can also be conducted to educate users about good security 

practices, covering topics such as security policies, phishing threats, and reporting security incidents. Identity and 

access administration enhance access and identity management systems. Ensure that access rights are granted only as 

needed for the job and are terminated when no longer necessary. The last method involves updating operating systems 

and software; software, operating systems, and applications should always be updated to the latest version, typically 

with security fixes. Comprehensive efforts to maintain information system security and protect sensitive data from 

potential cyber threats include effective disaster recovery plans and routine security audits. 

The Information Technology has an influence on Information System Security. When information technology is used 

wisely and effectively by consumers or customers, it enhances the quality of information system security, resulting in 

better and higher quality security behavior. Information Technology has an impact on Information System Security, 

consistent with the research conducted by Sudarso [20], and Putri Primawanti & Ali [21]. 
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5. Conclusion 

Based on a literature review in articles discussing factors influencing information system security, key elements include 

information security, cyber threats and attacks, physical security, and information technology within the information 

system. It is concluded that currently there are various methods employed to identify these factors affecting information 

system security, including information security, cyber threats and attacks, physical security, and information 

technology within the information system. By understanding these factors, namely information security, cyber threats 

and attacks, physical security, and information technology within the information system, measures can be 

implemented to secure and anticipate potential threats, ensuring information system security across various aspects. 

Drawing from theories, relevant articles, and discussions, conclusions can be derived, leading to the formulation of 

hypotheses for further research: 

1) Information security has an impact on information system security. 

2) Cyber threats and attacks influence information system security. 

3) Physical security affects information system security. 

4) Information technology has an impact on information system security.  
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